Xapriscokuu HayioHanvHuu ekoHomiunuu yHieepcumem imeni Cemena Kyszneys

Cunabyc HaBYAIbHOT AUCIUTUTIHH
WBE3IIEKA BAHKIBCHhKHUX CUCTEM»

CreniajJbHiCTh 125 Kibepbesneka

OcBiTHSI Iporpama Kibepbesneka

OcBiTHiii piBeHb bakxanasp

Cratyc TUCHHUILIIHA 8UOIPKOBA

MoBa BUKJIATaHHA Ykpaincoka

Kypc / cemecTp 3,416, 8cemecmp

KiabkicTs kpenuriB EKTC 5

Po3noaiy 3a BuaIaMu 3aHATH Ta TOAMHAMM Jlexyii — 24 200.

HABYaHHS Jlabopamopni — 24 200.
Camocmitina poboma — 102 200.

DopmMa miICYMKOBOT0 KOHTPOJIKO Exzamen

Kadenpa Kibepbeznexu ma inghopmayitinux mexHono2it, M.

Xapxis, np-m Hayku 9-A, 057-702-18-31,
http://www.kafcbit.hneu.edu.ua/

Buxananau (-i) E€scece Cepeinl [lemposuu, 0.m.1., npog.

KonrakTHa indopmanis erhii.yevseiev@hneu.net

BHKJIaja4a (-iB)

JHi 3aHaTH 1 ’samuuys

Koncyabramii [I’'smuuys 13.55; oucmanyitini; 8iono6iono 0o epaghixy;
IHOUBIOYAIbHI

MeTa HaBYaNBbHOI NUCHMIUTIHM: "Besnexa OauKigcokux cucmem’” € HaJaHHS KOMIUIEKCY 3HaHb B
o0nacTi 3axMcTy OaHKIBCHKUX 1H(OpMAIITHUX pecypciB, O3HAHOMIICHHS 3 CHCTeMaMM W MeToJaMu
BHU3HAUEHHS 3aXMILEHOCTI MPOrpaMHUX MPOJIYKTIB B aBTOMAaTHU30BAHHUX OaHKIBCHKUX CHCTEMaXx,
HaOyTTs Ha OCHOBI LIMX 3HAaHb NPAKTUYHUX HABMYOK 1 TEOPETUYHHUX 3HAaHb, HEOOXIIHUX IS
TBOPYOTO MiIX0AY B MUTaHHI Cy4acHOTO Ta B MallOyTHbOMY OIIEPAaTUBHOIO 3aXUCTY KOHTYpY Oi3Hec-
IIPOIIECIB B OPraHi3alisgx 0aHKIBCbKOTO CEKTOPY.
Ilepedymosu onsa naguanms

Ocnosu kpunmozpaghiunozo 3axucmy, OcHo8u no6y0osu ma 3axucmy Cy4acHux onepayitiHux

cucmem, Komnnexcni cucmemu 3axucmy ingpopmayii
3micToBuii Moay.b 1. 3axuct iHpopMalii y 6aHKIBCBKUX CUCTEMaX €IeKTPOHHUX IUIATEeXIB

Tema 1. CTpyKTypa BHYTPILIHBOI IUIATIXHOT CUCTEMHU KoMepliitHoro O0anky. [locmyru Ta MmexaHi3Mu
Oe3mneku.

Tema 2. TlpaBoBe 3abe3neueHHs1 OaHKIBCHKOI Oe3MeKn

Tema 3. Joctyn 1o 6aHKiBCbKOi iHpopMarii

Tema 4. Puzuku y 6aHKIBCBKiN AisUTBHOCTI

Tema 5. OuiHKa pU3MKiB Yy OaHKIBCHKIH TisSUTBHOCTI

3MicToBHiA MOYJIb 2. 3aXUCT BHYTPIIIHBOOAHKIBCHKOT iH(pOpMAITii

Tema 6. be3neka MiKpOIIPOIIECOPHUX KAPTOK.

Tema 7. CucreMu eNneKTPOHHOTO OOMIHY JTaHUMHU

Tema 8. TexHomnoris 3axucTy Mi>KOAHKIBChKHX IUIaTexiB. [lnarikna cucrema First Virtual: 6esmexa
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0e3 mudpyBaHHs
Tema 9. be3neka eneKTPOHHUX OaHKIBCHKUX JOKYMEHTIB. 3aXHILEH] MPOTOKOIH
Tema 10. MenemxmenT indopmartiitnoi 6e3neku B ABC

MarepiajbHoO-TexHiYHe (MporpamMHue) 3ade3ne4eHHs1 JUCHHUILIIHH
TrueCrypt 6.1, Kpunmobanx 5.0, EDI-cucmemu, First Virtual
Cropinka kypcy Ha miaargopmi Moodle//ocunanna:
(mepcoHaJIbHA HABYAJILHA CHCTEMA)
Cailt nepcoHaibHuX HaB4YaybHUX cucteM XHEY
iMm. C. Kysneus 3a gucnuruiinoro "bBesnexa
OaHKIBCLKUX cucmem’

https://pns.hneu.edu.ua/course/view.php?id=7549.

PexomenpoBaHi qxepesia

1. 3akon Vkpaimm “Ilpo 3axmct indopmamii B  iH(OpMaLiiHO-TENEKOMYHIKAIIHHIX
cucremax’” (1994);

2. 3akon Ykpainu “IIpo 3axuct nepconanbuux ganux’ (2010)

3. CTPATETII namionansHoi Oesmeku VYkpainu (3aTBepikeHa VYkaszom IlpesujeHra
Ykpainu Big 26 TpaBHs 2015 poky Ne 287/2015)

4. 3akon Ykpainu “IIpo HamionansHy 6e3nexy (2018)

5. Crpareris ki6epbesneku Ykpainu” (Beeneno B mito Ykazom Ipesunenra Ykpainu Bix 15
oepesnst 2016 poxy Ne96/2016)

6. IMonoxkeHHss TIpo TexHiUHMH 3axucT iHdopManii B VYkpaiHi, 3aTBepiikeHe YKa3zoM
[Ipesunenrta Ykpainu Big 27.09.99 Ne 1229;

7. ICTY 3396 0-96 3axuct indopmanii. Texmiunuii 3axmct iHpopmamii. OcHOBHI
IOJIOKEHHS;

8. ICTY 3396 1-96 3axucr indopmanii. Texmiunmii 3axuct iHdopmarii. Ilopsgok
pOBE/IEHHS pOOIT;

9. HJ T312.1-001-2001 CTBOpeHHs KOMILIEKCIB TEXHIYHOTO 3aXUCTy iHpopMallii. ATecTais
KoMILIEKCiB. OCHOBHI MOJIOKEHHS.

10. HJT T3I 1.1-003-99: Tepminonoris B obnacTi 3axucTy iH(oOpMaIii B KOMI IOTEPHUX
cucreMax Bia HecaHkuioHoBaHoro jpoctymy. HJ[ T3I 2.5-004-99: Kpurepii OLIHKH 3aXHUIIEHOCTI
iH(popMallii y KOMIT'IOTEpHUX CHCTEMax BiJ] HECAHKI[IOHOBAHOTO JOCTYIY. 3aTBEP/PKEHO HAKa30M
JICTC3I CBY Ne 22 Bix 28.04.1999. ICTC3I CBY, K: 1999. — 34c.

11. HJT T31 1.1-002-99. 3aranbHi MOJ0KEHHS IOA0 3aXUCTy iHPOpPMAILi B KOMITIOTEPHHUX
cucTeMax BiJl HECAaHKI[IOHOBAHOTO JIOCTYITY.

12. HA T3I 1.1-003-99. Tepminonoris B o6acTi 3aXxucTy iHpOpMalii B KOMIT'IOTEPHUX
crcTeMax BiJl HECAaHKI[IOHOBAHOTO JIOCTYITY.

13. HJ1 T3I 1.1-005-07 3axucr indopmamii Ha 06’€kTax iH(QOPMALIKHOI IisIBLHOCTI.
CTBOpEHHSI KOMITJIEKCY TEXHIYHOTO 3aXHUCTy iHpopMalii. OCHOBHI MOJIOKEHHS.

14. HA T31 1.4-001-00. TumoBe mOMOKEHHS TpPO cayk0y 3axucry indopmanii B
aBTOMATHU30BaHINi CUCTEMI.
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15. ISO/IEC 27001. "UudopmarimonHbie TeXHOJOTUH. MeTobl oOecrieueHus: 0e301acHOCTH.
CucTeMbl ypaBiieHUs: THPOPMAITMOHHON 0€3011aCHOCTBIO.

16. ISO/IEC 27002. "UudopmarimoHHbIe TEXHOJOTUH. MeToibl oOecrieueHusT 0€30IacHOCTH.
[IpakTHyeckue npaBuiIa yrpasieHUs HHPpOpMaMOHHON 6€30MaCHOCTHIO."

17. ISO/IEC 27005. "NudopManMoOHHbIE TEXHOJIOTHH. MeTo sl obecrieueHus: 0€30IacHOCTH.
Yrpasienue puckamu HHPOPMAIIMOHHOM 0€30TTaCHOCTH
18. http://bezopasnost.biz

19. http://dstszi.gov.ua

20. www.itsec.ru IaTepuer-xypHan «lHpopMmarliiiina 6e3meKar.
21. www.inside-zi.ru IadopmariitHo-MeTOUUHIH KypHA «3axXUCT iH(OpMaIrii.
Cucrema OUiHIOBAaHHS Pe3yJIbTATIB HABYAHHSA
Cmyoenma cnio éeaxcamu amecmosanHum, Kujo cyma 0auis, 00epIHCaHux 3a pe3yibmamami

NIOCYMKOB0i/cemecmpo8oi nepesipku yCniuHocmi ma exK3ameHoM, 0opisHioe abo nepesuwyye 60.
[liocymkosa oyinka 3 HABYANLHOI OUCYUNIIHU PO3PAXOBYEMBCA 3 YPAXYBAHHAM OAI8, OMPUMAHUX
nio uac exksameny, ma 0anie, OMpPUMAHUX NI0 YAC NOMOYHO20 KOHMPONIO 34 HAKONUYYBANbHOIO
cucmemoro. CymapHuil pe3ynemam y 6anax 3a cemecmp cxknaoae: “60 i 6invue 6anie — 3apaxosano”,
“59 i menwe danie — He 3apaxoeano” ma 3aHocumvcs y 3anikogy "Bioomicme 06aiky ycniwnocmi'
HABYANILHOI OUCYUNJIIHUL.

binvw oemanvua ingpopmayii w000 OYiHIOBAHHS HABEOEHA 8 MEXHONO2IUHII Kapmi
OUCYUNTITHU.

HakonuuyBaHHS pedTHHIOBUX 0aJIiB 3 HABYAJIbHOI IUCHUILTIHU (NPpUKIAO)

Buan naBuyaibHoi po6oTn Max KiJIBKICTEL 0aJ1iB
Jlexii 24
3axucT J1abopaToOpHUX POOIT 18
[ToTouHI KOHTPOJIBHI POOOTH 18
Ex3amen 40
MaxkcuMajbHa KUIbKICTD 0aJtiB 100

BignosigaicTs mkaau oninioBanHa €CKTC nanmionaabHil cucTeMi OIiHIOBAHHSA
Ta XHEY im. C. Ky3Hens

Cvaa Gantis 34 BCi O1iHKa 3a HAIllIOHAJIBHO MIKAJIOK
- - Ominka 11 ex3ameny (icuT i
BHUJU HaBYaJIbHOI y y), T(EPEHIIIOBAHOTO
TiSTBHOCTI EKTC 3aJliKy, KypCcOBOTO NIPOEKTY (poboTn), TS 3aIIKy
MPaKTUKU, TPEHIHTY
90 — 100 A BIIMIHHO
82 -89 B o6ne
74 — 81 C HO0P 3apaxoBaHO
64 — 73 D .
60 63 E 3aJJ0BUTEHO
35-59 FX .
134 F HE33/I0BUTHHO HE 3apax0oBaHO

IosgiTHKN HABYAJILHOI AMCIHUILIIHA
Tonimuxa dompumarnus akademiunoi 0obpouecHocmi,
Tonimuxa wo0o nponyckie 3ansams,
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Tonimuka wo0o 8UKOHAHHS 3a80aHb NI3HIUE BCIAHOBIEHO20 MEPMIHY,
moujo

binvwi oemanwvny ingopmauiro w000 Komnemenmuocmeil, pe3ynbmamie HAGUAHHA, MEeMOOi6
HA8uaHnHs, hopm oUiHwEaHHA, camocmiiunoi pooomu nHaeedeno y Pobouin npozpami nasuanvHoi
oucuuniinu «be3nexa 6ankiecokux cucmemy», 2020.

Cunalyc 3aTBeppkeHo Ha 3acinanti kaenpu «31»cepnus 2020 p. [Ipotokos Ne2



