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1. Introduction

Annotation for the academic discipline:

The rapid development of information technology, the hybrid of modern cyber
threats and vulnerabilities, and the inability of traditional cryptosystems to withstand cyber-
attacks of the fifth generation require the use of new approaches to the establishing of a
secure business process. One of these approaches is rapidly expanding in various sectors
of society - the establishing of decentralized systems based on blockschain technologies.
The core idea is in peer-to-peer privileges for all users of such systems basing on the cryp-
tographic protocols of the digital signature of those heats. These advantages, as well as
others properties of blockchain technologies provide their distribution and rapid expansion
of decentralized systems using cryptographic.

The discipline "Currency, Cryptography and Blockchain Technologies" is a free-
chosen academic discipline (a free-chosen Minor) for all specialities. It is studied in the
second semester of Master’'s Degree Program in the size of 150 hours (5 credits ECTS),
The course provides two content modules and two modular tests. The discipline ends up
with an offset.

The Object of the academic discipline is a blockchain technology and other activity
related to it.

The Subject of the academic discipline are theoretical concepts, principles of opera-
tion and application of blockchain technologies.

The Purpose of the academic discipline:

is establishing of the theoretical basis for future Bachelors in skills of using of block-
chain technologies, economic relations based on crypto-currency and smart contracts.

The main objectives in studying the academic discipline are:

to learn the principles and rules for the use of cryptographic tools in blokchain tech-
nologies;

to learn the methodological foundations of the development and operation of block-
chain platforms;

to acquire realization abilities for use of cryptography and the functioning of smart
contracts;

to acquire effective means of limiting the risks of creating and using crypto-currency,
using smart contracts.

Course 3
Semester 5
Number of ECTS credits 5

) lectures 32
Audit lessons laboratory 32
Independent work 86

Form of final control offset




2. Competence and results of studying a discipline:

Competence

Learning outcomes

The ability to use information and commu-
nication technologies in order to find new in-
formation, create databases, analyze dis-
tributed circuits, communication channels,
process control systems, databases, opera-
tional planning of systems based on analy-
sis of information flows and their optimiza-
tion.

Design future professional activities, taking
into account its importance for the citizen
and the government, as well as directions of
information and cyber security development.

To carry out professional activity on the
basis of knowledge of modern information
and communication technologies.

Apply software, skills in telecommunication
and computer networks.

Use specialized computer programs in pro-
fessional activities.

Choose the appropriate programming
technology, perform a task specification
analysis.

Perform software analysis to find, identify,
identify, and eliminate programming errors

The ability to solve specialized tasks
and practical problems concerning the use
of blockchain technology in various branch-
es of the economy.

Using of crypto currency within the current
legal field.

Being able to use different platforms based
on technology blockade in business pro-
cesses.

Using smart contracts, track their execu-
tion.

Planing and predicting the use of block-
chain technology in various spheres of life.

3. Program of the discipline

The content module 1. Fundamentals of cryptographic methods
in the blockchain technology

Topic 1. Trust and vulnerability.

1.1. A brief history of scaling a human trust.

1.2. Society of high and low trust.

1.3. Types of Trust Model: Peer-to-Peer, Leviathan and Broker.

Topic 2. Basics of cryptography
2.1. Basics of cryptography.

2.2. Basics of cryptosystems of traditional cryptography.

2.3. Basics of public key cryptosystems.

2.4. Basics of Digital Signature. Hash functions.

Topic 3. Using of cryptography in blockchain

3.1. Fundamentals of decentralized systems.

3.2. Use of hash functions in blockschain technologies.
3.3. Digital signatures for signing transactions.




Topic 4. Blockchain technology, its capabilities and limitations

4.1. The maintenance of the blockade technology. Hash Merkle tree.Special trans-
action types Hard & soft fork.

4.2. The limitation of the blockchain technology, its types (public and private).

4.3. Differences in approaches to reaching consensus.

4.4. Principles of system security analysis.

The content module 1. Specifics and examples of using blockchain technolo-
gy

Topic 5. Implementation of blockchain in bitcoin

5.1. History of occurrence and stages of establishing of bitcoin.
5.2. Bitcoin as a payment system.

5.3. The economy of bitcoin: specifics of use at the present stage.

Topic 6. Blockchain as a platform

6.1. Secure stamp of time: specifics of use and implementation.

6.2. Practical application of the bitcoin properties: the organization and conduct of
lotteries, tickets, colored coins.

6.3. The essence of the market forecasts and analysis of the possibility of its construction
on the basis of bitcoin.

Topic 7. Smart Contracts

7.1. Fundamentals of contractual law. Smart Contracts and their capacity.

7.2. Trust in algorithms, impact on society. How can existing legal systems be inte-
grated? OpenZeplin, OpenLaw. 10/9 12

7.3. Writing of reasonable contracts. Colored tokens, Cryptokitties, Solidity, and
Chaincode.

Topic 8. Non-financial examples of the use of blockchain technology
8.1. Copyright protection, digital assets and tokenization.

8.2. The Internet of Things and the use of the blockchain technology in it.
8.3. Electronic voting



4. The procedure of evaluation of the learning results

The system of evaluation of the developed competencies of students takes into ac-
count the types of occupations, which according to the curriculum program include lec-
tures, seminars, practical classes, as well as independent work. Assessment of the devel-
oped competencies in students is carried out using a 100-point accumulation system. In
accordance with the Provisional Regulations "On the Procedure for Assessing the Results
of Students' Learning Based on the Accumulated Bulletin-Rating System" S. Kuznets
KhNEU, control measures include:

Current control over the semester during lectures and laboratory classes and is es-
timated by the sum of the points scored (the maximum amount is 60 points; the minimum
amount that allows the student to take the exam - 35 points);

modular control carried out in the form of a colloquium as an intermediate mini-
exam on the initiative of the teacher, taking into account the current control over the rele-
vant content module and aims to integrate the evaluation of the student's learning out-
comes after studying the material from the logically completed part of the discipline - con-
tent module;

final / semester control, conducted in the form of a credit, according to the schedule
of the educational process.

The procedure for carrying out the current assessment of students' knowledge. As-
sessment of students' knowledge during lecture and laboratory classes and fulfillment of
individual tasks is carried out according to the following criteria:

understanding, degree of assimilation of the theory and methodology of the prob-
lems under consideration; the degree of assimilation of the actual material of the discipline;
acquaintance with the recommended literature, as well as contemporary literature on the
issues under consideration; the ability to combine theory with practice when considering
production situations, solving tasks, performing calculations in the process of performing
individual tasks and tasks submitted for consideration in an audience; logic, structure, style
of presentation of the material in written works and speeches in the audience, ability to
substantiate their position, to generalize information and to draw conclusions; arithmetic
correctness of the implementation of an individual and complex settlement task; the ability
to conduct a critical and independent assessment of certain problem issues; the ability to
explain alternative views and the presence of their own point of view, position on a particu-
lar problem issue; application of analytical approaches; quality and clarity of reasoning;
logic, structuring and substantiation of conclusions on a specific problem; independence of
work; literacy of presentation of the material; use of comparison methods, generalizations
of concepts and phenomena; registration of work.

The general criteria for evaluating non-auditing independent work of students are:
the depth and strength of knowledge, the level of thinking, the ability to systematize
knowledge on specific topics, the ability to make sound conclusions, the possession of
categorical apparatus, skills and techniques of performing practical tasks, the ability to find
the necessary information, carry out its systematization and processing, self-realization on
practical and seminars.

The final control of the knowledge and competences of students in the discipline is
based on a score that is considered to be successful if the student scored 60 points or
more during the semester.

A student should be considered certified if the sum of the points obtained on the
basis of the results of the final / semester test of success is equal to or exceeds 60.

The final score in the discipline is calculated on the basis of the points obtained dur-
ing the exam and the points obtained during the current control over the accumulation sys-
tem. The total score in the points for a semester is: "60 and more points -" enrolled "," 59



and less points - not taken into account "and entered in the" Record of success "of the ac-
ademic discipline.

Distribution of points by weeks
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